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Security of LWE- and NTRU-based NIST proposals 

• Several approaches for solving LWE and NTRU problems 

• Most require lattice reduction 

• Disagreement in the literature about estimating lattice reduction 

• More precisely, disagreement in cost model of BKZ 

By cost model we mean the combination of the cost of solving 
SVP in dimension β and the number of SVP oracle calls required. 
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Cost models used in NIST proposals 

Model Cost 

Core-Sieve 20.292β 

Q-Core-Sieve 20.265β 

Core-Sieve+O(1) 20.292β+16.4 

Q-Core-Sieve+O(1) 20.265β+16.4 

Core-Sieve (min. space) 20.368β 

Q-Core-Sieve (min. space) 20.2975β 

β-Sieve β 20.292β 

Q-β-Sieve β 20.265β 

8d-Sieve+O(1) 8d 20.292β+16.4 

Q-8d-Sieve+O(1) 8d 20.265β+16.4 

20.187β log β−1.019β+16.1Core-Enum+O(1) 

2(0.187β log β−1.019β+16.1)/2Q-Core-Enum+O(1) 

8d 20.000784β
2+0.366β−0.98d-Enum (quadratic fit)+O(1) 

20.125β log β−0.755β+2.25LOTUS-Enum 
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This work 

• We consider all LWE- and NTRU- based proposals 

• We identify each of the cost models used 

• We estimate the security of each proposal according to each of the 
cost models 

Our goal is not to declare a favourite scheme, a favourite cost 
model, a favourite methodology, etc. Instead we are showing the 
discrepancies in the concrete security estimation space. 
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Our scripts wraps the LWE estimator [APS15] 

In this project, we added support for 

• arbitrary balanced bounded uniform (including sparse) distributions 

• rotations of the secret vector during hybrid attacks, needed for 
tighter NTRU estimates 

Pressing open problem: LWE estimator would benefit from code review! 

M. R. Albrecht, R. P. and S. Scott. On the concrete hardness of Learning with Errors. In Journal of Mathematical Cryptology, 
9(3):169–203, 2015. 
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https://estimate-all-the-lwe-ntru-schemes.github.io/ 
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https://estimate-all-the-lwe-ntru-schemes.github.io/ 
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Comparing quantum cost estimates 

• NIST proposed maximum quantum circuit depth which not all 
schemes take into account 

• Instead some proposals use asymptotic Q- cost model 

• Different ways to interpret cost model e.g. for goal of “AES128 key 
recovery” hardness: 

• Aim for Q-cost ≥ 2128 ≈ 128 “quantum-bits” security 

• Aim for Q-cost ≥ 264 ≈ cost of Grover for AES128 key search 

Pressing open problem: agree on how to estimate quantum security 
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Cost model swaps: what? 

• There are many examples where under one cost model, scheme A 
appears harder to break than scheme B, while under another cost 
model, scheme B appears harder to break 

Scheme Parameter set Core-Sieve Core-Enum+O(1) 

EMBLEM 
uRound2.KEM 

n = 611 
n = 500 

76 
84 

142 
126 

Table 1: Example highlighted by Bernstein on PQC forum. 
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Different cost models give different tradeoffs 
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Cost model swaps: why? 

• Tradeoff: larger dimensional lattice reduction, or smaller dimensional 
lattice reduction and repeat 

• Optimising for cost depends on the choice of cost model 

• E.g. hybrid attack: steeper slope means the tradeoff will be more 
favourable as the number of guesses increases and dimension of 
lattice reduction decreases 

Pressing open problem: from which β does sieving beat enumeration? 
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Our data visualised in graphs by Mike Hamburg 

Graph generated at https://bitwiseshiftleft.github.io/estimate-all-the-lwe-ntru-schemes.github.io/graphs. Hamburg’s 
page also uses performance data from the PQC lounge team, see https://www.safecrypto.eu/pqclounge/ 
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Conclusion + thank you 

Summary of open problems: 

• Code review [APS15] estimator 

• Better cost models for low β 

• Agree on quantum security estimation 

Website: https://estimate-all-the-lwe-ntru-schemes.github.io 

Email: rachel.player@lip6.fr 

Twitter: @yayworthy 

12 

https://estimate-all-the-lwe-ntru-schemes.github.io
rachel.player@lip6.fr
@yayworthy

